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Cyberattacks on companies and infrastructure have 
grown significantly and will continue to evolve over time, 
posing a serious threat to national security.

Recent cyber expertise shortages present difficulty filling 
commercial cyber-focused positions.

Cyber forensic expertise is in short supply and agencies 
struggle to scale identification from cyberattack to threat 
actor.

Introduction 



We present a novel deep learning approach for automated classification of malware 
by attribution categories on the tasks of: 
 - pairwise classification of a pair of samples into same or different classes
 - one-to-many classification of malware samples into attribution categories
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We leverage the MOTIF malware dataset as a 
benchmark, with 3095 malware samples labelled 
into 454 categories.

We leverage a Siamese neural network 
architecture, modelling the problem as a similarity 
metric learning problem.

Approach 
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Further, these approaches lack the ability to scale 
to classification categories and datasets beyond 
the limited available training data.

We propose:
  - leveraging the learned similarity metric of the 
Siamese network combined with clustering to 
solve the open set problem
  - applying malware perturbations as data 
augmentation to increase effective data diversity 
and reduce reliance on unimportant features

Motivation

Existing approaches (e.g. AVClass 
above) have poor accuracy on 
the MOTIF dataset.



Model: Siamese Transformer 
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Results

Validation ROC curve for Siamese transformer model on 
pairwise comparison task (auc = 0.8209)
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Results
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We further find the embedding space 
produced by our model is meaningful; 
particularly, nearby clusters by our 
model in the embedding space 
represent closely related threat actors. 

Results

3D t-SNE plot produced from MOTIF malware embeddings
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Running KNN on the produced embeddings 
compared to the ground truth labels, we 
obtain:

Normalized mutual information score: 0.5736

Rand index: 0.0779



…81550b9951dad52aadcbb315

2ed7e0cb196f240f18bb328…
…8155900b9951dad52aadcbb3

152ed7e0cb196f240f18bb3…

Perturbation

Perturbations



Our embedding 
space shows our 
model is robust to 
perturbations

Perturbations
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3D t-SNE plot of embeddings learned by 
the model

Animation of 2D t-SNE over training 
iterations

Explainability

Feature attribution 
example on a sample of 
malware
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