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Introduction

Cyberattacks on companies and infrastructure have ASTTIVEYERRS _ ‘
grown significantly and will continue to evolve over time,
posing a serious threat to national security.

Complaints and Losses over the Last Five Years*

2019 467,361 -
$3.5 Billion 3.79 Million

Total Complaints

Recent cyber expertise shortages present difficulty filling oo | —. ol s
commercial cyber-focused positions. o |

800,944
e h
$10.3 Billion

Cyber forensic expertise is in short supply and agencies 0 [ ..
struggle to scale identification from cyberattack to threat . Complaints M Losses
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Introduction

We present a novel deep learning approach for automated classification of malware
by attribution categories on the tasks of:

- pairwise classification of a pair of samples into same or different classes

- one-to-many classification of malware samples into attribution categories

Embedding

k .

- o

Encoder head :

'
————————)

PACIFIC

Eﬁ 0. T ;1;‘ Clustering

Input embedding

Distance

_ Input embeddings
function

Same/different class Classification from

:,1;‘ Distances
ground truth

Unsupervised
attribution clusters

wmd Embeddings with
ground truth labels

'/.

- hd
r
<



NAML

NAVAL APPLICATIONS OF MACHINE LEARNING

200
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Approach

160

140

Number of Families

We leverage the MOTIF malware dataset as a .
benchmark, with 3095 malware samples labelled . I I
Into 454 categories 23 - -

- 10 Fa;jﬂ:[]gﬁ:l 30 31-40 41-50 > 50
Embedding
k ¢
We leverage a Siamese neural network é Encoder head
architecture, modelling the problem as a similarity SRS s Same/different class

metric learning problem. S
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Motivation

Recall F1 Measure Accuracy

Dataset

Drebin

Malicia
Malsign
MalGenome*
Malheur
MOTIF-Default
MOTIF-Alas

Existing approaches (e.g. AVClass
above) have poor accuracy on
the MOTIF dataset.
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Precision

0.954
0.949
0.904
0.879
0.904
0.763
0.773

0.884
0.680
0.907
0.933
0.983
0.674
0.700

0.918
0.792
0.905
0.926
0.942
0.716
0.735

Unknown
Unknown
Unknown
Unknown
Unknown

0.468
0.506

. , /'I

Further, these approaches lack the ability to scale
to classification categories and datasets beyond
the limited available training data.

We propose:

- leveraging the learned similarity metric of the
Siamese network combined with clustering to
solve the open set problem

- applying malware perturbations as data
augmentation to increase effective data diversity
and reduce reliance on unimportant features
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Model: Siamese Transformer
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Results
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Validation ROC curve for Siamese transformer model on
pairwise comparison task (auc = 0.8209)
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We further find the embedding space
produced by our model is meaningful;
particularly, nearby clusters by our
model in the embedding space
represent closely related threat actors.
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Running KNN on the produced embeddings

compared to the ground truth labels, we
.}I: Clustering .
obtain:

ut embeddings

Normalized mutual information score: 0.5736

Unsupervised attribution clusters

Rand index: 0.0779
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Perturbations

push ebp

mov ehp,

sub esp, Oxc

push esil

nop

dword ptr [0x4lac40]
mov ecx, dword ptr [Ox4labdd]

f

|.._-, [:] I'|_|'r :: .: Ir

| |
] =L}
o

S

N
e

I__'.__L':.
r"'-':l

sub esi, ecx

Perturbation

~]
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xor esi, dword ptr [esi+ecx*1]
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SuUb ecx. edx
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mov esl1. Oxf89c85h9

f

mov dword ptr [ebp-0x8], esil

f

sub dword ptr [0x42b010], edl

mov dword ptr [ebp-0x4], 0xf89c85b8
and dword ptr [0x42901c], OxO

F
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Perturbations

Our embedding
space shows our
model is robust to
perturbations
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Perturbations

Histogram of Distances Between Original Samples and Their Augmentation Histogram of Distances Between Unaugmented Samples
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Explainability

® Jevin

¢ andromeda

e artradownloader

® arForult
bazarbackdoor

bazarloader
® rarbanak

Crimson
discordiaminer
dreambot
® egregor
o flawedammyy
e flokibot
* gandcrab
gozZl
hoplight
a iradid
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Animation of 2D t-SNE over training
Iiterations
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ex482126
ex40212b
Ox492131
Ox482133
ex482136
Ox49213C
Ox492140
OxX482146
Ox492148
Ox48214e
Ox492154
ex482156
ex482158

ex48215e
ex492164

ex492166

mov eax, dword
mov eax, dword
mov ecx, dword
mov eax, dword
push dword ptr
mov eax, dword
push dword ptr
add eax, ecx
mov ecx, dword
mov ecx, dword
push dword ptr
call eax

mov ecx, dword
mov ecx, dword

|[basic block] ox462126:0x40216b -> 0x40268d

ptr [ex42e313]

ptr [eax+0x194 |

ptr [eax]

ptr [ecx+0x3c]

| @x42e3eb]

pitr [eax+ecx®1+0x28 |
[0x42e197 |

ptr [ex42e313]
pitr [ecx+0x194 |
[ecx]

ptr [ex42e313]
ptr [ecx+@xlcc]

mov dword ptr [ecx], eax

jmp ex48268d

Feature attribution
example on a sample of
malware

3D t-SNE plot of embeddings learned by

the mode|
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